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[bookmark: _Toc379979768]Goal of the service
[bookmark: _Toc379979769]Description of the service
The service RegisteredMail will allow the partners in the Social Security sector to send digital documents as registered mail. This electronic version of registered mail has the same juridical value as its paper equivalent.
[bookmark: _Toc379979770]Service consumers
The institutions of the Belgian Social Security that need to send documents as registered mail items to institutions, companies, professionals, citizens …  
[bookmark: _Toc379979771]Document management
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[bookmark: _Toc234290299][bookmark: _Toc234900749][bookmark: _Toc379979775]Goal of the document
This document provides functional and technical information on calling the Service RegisteredMail, as provided by the KSZ. This information should allow (the IT department of) an organization to integrate and use the service.
In this service specification document, we explain the structure and content aspects of the possible service requests and replies. An example illustrates each of those messages. Also, the list of possible errors is included in this document.
Some technical and legal requirements must be satisfied in order to allow the integration of the services in client applications; this document was written in order to provide you with an overview of requirements which have to be met in order to integrate correctly with the Services offered by KSZ.
[bookmark: _Toc234290300][bookmark: _Toc379979776]Service history
This chapter contains the list of changes to the service since the previous publication.
Remark: If only the minor(y) number has changed, the service is backward compatible with the previous version. Existing consumers with no need to use the new functionality do not have to change their implementation.
Previous version number: None
Previous release date: None
List of changes:
· 01/04/2014 v1.0: First version
· 12/02/2014 v2.0: Phase 2
[bookmark: _Toc379979777]Global overview of the Service Group
Not applicable
[bookmark: _Ref240966043]
[bookmark: _Toc379979778]Prerequisites
[bookmark: _Toc234900751][bookmark: _Toc379979779]Business prerequisites
Comment: This chapter contains information about the privacy rules and the preconditions governing the use of the Service.
[bookmark: _Toc379979780]Technical prerequisites
[bookmark: _Ref297716012]To call the WS you must sign your soap request with a Fedict X509 certificate. 
This certificate identifies the institution and the application. 

	 X509
	Value
	Comment

	C
	BE
	-

	O
	Federal Government
	-

	OU
	Institution Name
	Example OU=National Social Security Office

	OU
	OU=urn:be:fgov:kbo-bce:organization:cbe-number:${CBE}
	Example for institution with CBE 12345676890 this OU must be 
OU=urn:be:fgov:kbo-bce:organization:cbe-number:1234567890

	CN
	Application identifier 
	-


[bookmark: _Toc361410961]Figure 1 - X.509 certificate: parameters
[bookmark: _Ref232871566][bookmark: _Ref232871667][bookmark: _Toc232910038][bookmark: _Ref234391428][bookmark: _Toc234900772][bookmark: _Toc361393532][bookmark: _Toc361398155]Security
Transport security
· For transport security one way SSL applies. The SSL connection will provide encryption to the data transported, as well as server authentification of the service provider.

Message security
· Message security using the OASIS WS-Security standards provides authentication of the service consumer and protects the message integrity end-to-end. See section 2.3 for links to the specifications.

· Direct authentication (OASIS Standard X.509 Certificate Token Profile): The consumer includes its X.509 certificate (wsse:BinarySecurityToken) and a timestamp (wsu:Timestamp) within the wsse:Security header. The consumer signs the entire SOAP body, timestamp and BST headers. 
[bookmark: _Toc379979781]Test, release and exploitation procedures
[bookmark: _Toc234900752]/

[bookmark: _Toc379979782]Description of the service operations
[bookmark: _Toc379979783]Operation SendDocument
Functional description
This operation allows a requester to send a document as registered mail.
Request message construction
	diagram
	[image: ]

	source
	<xsd:element name="SendDocumentRequest" type="types:DocumentRequest">
    <xsd:annotation>
        <xsd:documentation xml:lang="en">
    Request message to send a document as registered mail
        </xsd:documentation>
    </xsd:annotation>
</xsd:element>


Example: 
<soapenv:Envelope 	xmlns:soapenv=http://schemas.xmlsoap.org/soap/envelope/ 
xmlns:v1="http://socialsecurity.be/registeredmail/v1" 
xmlns:v11="http://socialsecurity.be/registeredmail/types/v1"  
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">
   <soapenv:Header/>
   <soapenv:Body>
      <v1:SendDocumentRequest>
         <v11:RegisteredMailItem>
            <v11:Token>testToken_sha-256</v11:Token>
            <v11:Recipient xsi:type="v11:Enterprise">
               <v11:CompanyID>0861023666</v11:CompanyID>
               <v11:QualityCode>QUAL_FSC</v11:QualityCode>
            </v11:Recipient>
            <v11:Document>
               <v11:Title>RegMail_T1</v11:Title>
               <v11:Digest>
                  <v11:DigestMethod>SHA-256</v11:DigestMethod>
               <v11:DigestValue>Y5/G6JbrPF3sXafd8qS/s51b5vdDVHgmZVX2H+5q0t8=</v11:DigestValue>
               </v11:Digest>
               <v11:DownloadFileName>FileName</v11:DownloadFileName>
               <!--Optional:-->
               <!--<v11:MIME>?</v11:MIME>-->
               <v11:Type>EDER501</v11:Type>
               <v11:Language>en</v11:Language>
               <v11:Content>cid:472982604608</v11:Content>
            </v11:Document>
         </v11:RegisteredMailItem>
      </v1:SendDocumentRequest>
   </soapenv:Body>
</soapenv:Envelope>
[bookmark: _Toc227042078][bookmark: _Toc234900758]
Reply message interpretation
	diagram
	[image: ]

	source
	<xsd:element name="GetStatusRequest" type="types:StatusRequest">
    <xsd:annotation>
        <xsd:documentation xml:lang="en">
                Request message to obtain the status and optionally the signed slip for a certain registered mail item
        </xsd:documentation>
    </xsd:annotation>
</xsd:element>



Example: 
<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/">
   <S:Body>
      <ns5:SendDocumentResponse xmlns:ns2="http://socialsecurity.be/errors/v1" xmlns:ns3="http://socialsecurity.be/registeredmail/types/v1" xmlns:ns4="http://socialsecurity.be/errors/serviceprovider/v1" xmlns:ns5="http://socialsecurity.be/registeredmail/v1">
         <ns3:Receipt>
            <ns3:Ticket>1ZG0000036L3Z</ns3:Ticket>
            <ns3:Token>testToken_sha-256</ns3:Token>
            <ns3:Document>
               <ns3:Title>Receipt</ns3:Title>
               <ns3:Digest>
                  <ns3:DigestMethod>SHA-256</ns3:DigestMethod>
                  <ns3:DigestValue>8C3Q59LOG0Mx52pzCJXqjoBcFwpim3OFaN1EMfvR6Ys=</ns3:DigestValue>
               </ns3:Digest>
               <ns3:DownloadFileName>Receipt.xml</ns3:DownloadFileName>
               <ns3:MIME>text/xml</ns3:MIME>
               <ns3:Type>RECEIPT</ns3:Type>
               <ns3:Language>en</ns3:Language>
               <ns3:Content>cid:18ee6a91-a70a-4cae-b0a3-3156129b7719@example.jaxws.sun.com</ns3:Content>
               <ns3:Signature></ns3:Signature>
            </ns3:Document>
         </ns3:Receipt>
      </ns5:SendDocumentResponse>
   </S:Body>
</S:Envelope>

Error codes
The error codes listed here define possible business errors whilst processing the request. These error codes indicate a problem in the content of the request, including format errors.

	Error code
	Description

	EPOST_T01
	Internal Server Error

	EPOST_T02
	Unauthorized

	EPOST_T03
	Cannot capture soap request

	EPOST_T04
	Unsupported principal type

	EPOST_B01
	Business Error

	
	

	GENERIC_XML_T01
	Cannot generate GenericXmlDocument from xml

	GENERIC_XML_T02
	Cannot build Request from GenericXmlDocument

	GENERIC_XML_T03
	Cannot generate xml from GenericXmlDocument

	GENERIC_XML_B01
	GenericXml does not contain all required data

	
	

	REPO_T01
	Repository error

	REPO_T02
	Repository validation error

	
	

	FILE_T01
	No such digest method algorithm

	FILE_T02
	Cannot persist file content

	FILE_T03
	Cannot read file content

	FILE_B01
	Digest doesn't match document.

	FILE_B02
	Digest method not accepted (only SHA-1

	
	

	SEPIA_T01
	Sepia system error

	SEPIA_T02
	Could not sign receipt

	
	

	TNG_T01
	TNG unreachable - system error

	TNG_T02
	Cannot create ticket

	
	

	JMS_T01
	Cannot send JMS message

	JMS_T02
	Problem getting JMS queue

	JMS_T03
	Problem getting JMS connection factory

	JMS_T04
	Unable to set JMS message properties

	JMS_T05
	Unable to get JMS message properties

	JMS_T06
	Cannot read JMS message

	JMS_T07
	Cannot build JMS message

	JMS_B01
	JMS message properties are missing


[bookmark: _Toc227042082][bookmark: _Ref234820776][bookmark: _Toc234900771][bookmark: _Ref240945409][bookmark: _Ref240945969][bookmark: _Toc379979784]Operation GetStatus
Functional description
This operation allows the requester to obtain the status of his registered mail item. If the registered mail item was already dispatched, the proof of dispatch is returned.

Request message construction
	diagram
	[image: ]

	source
	<xsd:element name="GetStatusRequest" type="types:StatusRequest">
  <xsd:annotation>
    <xsd:documentation xml:lang="en">
        Request message to obtain the status and optionally the signed slip for a certain registered mail item
      </xsd:documentation>
  </xsd:annotation>
</xsd:element>



Example: 
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:v1="http://socialsecurity.be/registeredmail/v1" xmlns:v11="http://socialsecurity.be/registeredmail/types/v1">
   <soapenv:Header/>
   <soapenv:Body>
      <v1:GetStatusRequest>
         <v11:Ticket>001000KG4GDBZ</v11:Ticket>
      </v1:GetStatusRequest>
   </soapenv:Body>
</soapenv:Envelope>
Reply message interpretation
	diagram
	[image: ]

	source
	<xsd:element name="GetStatusResponse" type="types:DocumentResponse">
  <xsd:annotation>
    <xsd:documentation xml:lang="en">
        Response message containing the status for the requested registered mail item and optionally the signed slip
      </xsd:documentation>
  </xsd:annotation>
</xsd:element>



Example: 
<TODO>
Error codes
The error codes listed here define possible business errors whilst processing the request. These error codes indicate a problem in the content of the request, including format errors.

	Error code
	Description

	
	

	
	

	
	

	
	

	
	



[bookmark: _Toc379979785]Operation GetStatus
Functional description
This function allows the sender to obtain the status of his registered mail item..
Request message construction
	diagram
	[image: ]

	source
	<xsd:element name="GetStatusRequest" type="types:StatusRequest">
    <xsd:annotation>
        <xsd:documentation xml:lang="en">
                Request message to obtain the status and optionally the signed slip for a certain registered mail item
        </xsd:documentation>
    </xsd:annotation>
</xsd:element>


Example: 
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:v1="http://socialsecurity.be/registeredmail/v1" xmlns:v11="http://socialsecurity.be/registeredmail/types/v1">
   <soapenv:Header/>
   <soapenv:Body>
      <v1:GetStatusRequest>
         <v11:Ticket>001000KG4GECZ</v11:Ticket>
      </v1:GetStatusRequest >
   </soapenv:Body>
</soapenv:Envelope>
Reply message interpretation
	diagram
	[image: ]

	source
	<xsd:element name="GetStatusResponse" type="types:StatusResponse">
    <xsd:annotation>
        <xsd:documentation xml:lang="en">
                Response message containing the status for the requested registered mail item and optionally the signed slip
        </xsd:documentation>
    </xsd:annotation>
</xsd:element>


Example: 
<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/">
   <S:Body>
      <ns5:GetStatusResponse xmlns:ns2="http://socialsecurity.be/errors/v1" xmlns:ns3="http://socialsecurity.be/registeredmail/types/v1" xmlns:ns4="http://socialsecurity.be/errors/serviceprovider/v1" xmlns:ns5="http://socialsecurity.be/registeredmail/v1">
         <ns3:Ticket>1ZG0000036L3Z</ns3:Ticket>
         <ns3:Token>testToken_sha-256</ns3:Token>
         <ns3:Status>PENDING</ns3:Status>
      </ns5:GetStatusResponse>
   </S:Body>
</S:Envelope>
Error codes
The error codes listed here define possible business errors whilst processing the request. These error codes indicate a problem in the content of the request, including format errors.

	Error code
	Description

	EPOST_T01
	Internal Server Error

	EPOST_T02
	Unauthorized

	EPOST_B01
	Business Error

	
	

	REPO_T01
	Repository error

	REPO_T02
	Repository validation error

	REPO_B01
	Ticket provided does not match Registered Mail Item



[bookmark: _Toc379979786]Description of the common types
[bookmark: _Toc379979787]Simple Types
simpleType CBE
	source
	<xsd:simpleType name="CBE">
  <xsd:annotation>
    <xsd:documentation xml:lang="en">The KBO number of the enterprise</xsd:documentation>
  </xsd:annotation>
  <xsd:restriction base="xsd:string">
    <xsd:pattern value="[0-9]?[0-9]{9}"/>
  </xsd:restriction>
</xsd:simpleType>


[bookmark: Link8]simpleType DigestMethod
	source
	<xsd:simpleType name="DigestMethod">
  <xsd:annotation>
    <xsd:documentation xml:lang="en">Digest Algorithm ( SHA-1, SHA-256, SHA-512). </xsd:documentation>
  </xsd:annotation>
  <xsd:restriction base="xsd:string">
    <xsd:enumeration value="SHA-1"/>
    <xsd:enumeration value="SHA-256"/>
    <xsd:enumeration value="SHA-512"/>
  </xsd:restriction>
</xsd:simpleType>


[bookmark: LinkA]simpleType DigestValue
	source
	<xsd:simpleType name="DigestValue">
  <xsd:annotation>
    <xsd:documentation xml:lang="en">Value of digest</xsd:documentation>
  </xsd:annotation>
  <xsd:restriction base="xsd:base64Binary">
    <xsd:minLength value="1"/>
    <xsd:maxLength value="150"/>
  </xsd:restriction>
</xsd:simpleType>


[bookmark: LinkC]simpleType FileName
	source
	<xsd:simpleType name="FileName">
  <xsd:annotation>
    <xsd:documentation xml:lang="en">Name to download the file.</xsd:documentation>
  </xsd:annotation>
  <xsd:restriction base="xsd:string">
    <xsd:minLength value="1"/>
    <xsd:maxLength value="80"/>
  </xsd:restriction>
</xsd:simpleType>



[bookmark: LinkE]simpleType Language
	source
	<xsd:simpleType name="Language">
    <xsd:annotation>
        <xsd:documentation>Language, restricted to the values FR for french, NL for dutch, DE for German </xsd:documentation>
    </xsd:annotation>
    <xsd:restriction base="xsd:string">
        <xsd:enumeration value="FR">
        <xsd:annotation>
            <xsd:documentation>french</xsd:documentation>
        </xsd:annotation>
        </xsd:enumeration>
        <xsd:enumeration value="NL">
         <xsd:annotation>
            <xsd:documentation>Dutch</xsd:documentation>
         </xsd:annotation>
         </xsd:enumeration>
         <xsd:enumeration value="DE">
         <xsd:annotation>        
             <xsd:documentation>German</xsd:documentation>
        </xsd:annotation>
        </xsd:enumeration>
        <xsd:enumeration value="EN">
        <xsd:annotation>
            <xsd:documentation>English</xsd:documentation>
        </xsd:annotation>
        </xsd:enumeration>
    </xsd:restriction>
</xsd:simpleType>



simpleType MIME
	source
	<xsd:simpleType name="MIME">
  <xsd:annotation>
    <xsd:documentation xml:lang="en">MIME supported by e-Box. </xsd:documentation>
  </xsd:annotation>
  <xsd:restriction base="xsd:string">
    <xsd:enumeration value="application/pdf"/>
    <xsd:enumeration value="application/zip"/>
    <xsd:enumeration value="text/csv"/>
    <xsd:enumeration value="text/html"/>
    <xsd:enumeration value="text/plain"/>
    <xsd:enumeration value="text/xml"/>
    <xsd:enumeration value="application/vnd.oasis.opendocument.text"/>
    <xsd:enumeration value="application/vnd.oasis.opendocument.spreadsheet"/>
    <xsd:enumeration value="application/vnd.oasis.opendocument.presentation"/>
    <xsd:enumeration value="application/vnd.oasis.opendocument.graphics"/>
    <xsd:enumeration value="application/vnd.ms-excel"/>
    <xsd:enumeration value="application/vnd.openxmlformats-officedocument.spreadsheetml.sheet"/>
    <xsd:enumeration value="application/vnd.ms-powerpoint"/>
    <xsd:enumeration value="application/msword"/>
    <xsd:enumeration value="application/vnd.openxmlformats-officedocument.wordprocessingml.document"/>
  </xsd:restriction>
</xsd:simpleType>


[bookmark: Link10]simpleType QualityCode
	source
	<xsd:simpleType name="QualityCode">
  <xsd:annotation>
    <xsd:documentation xml:lang="en">Quality code from the userManagement of social security. Ex : QUAL_EMP_NOSS, QUAL_SSC, QUAL_SP_IND, ...</xsd:documentation>
  </xsd:annotation>
  <xsd:restriction base="xsd:string">
    <xsd:minLength value="1"/>
    <xsd:maxLength value="125"/>
  </xsd:restriction>
</xsd:simpleType>


[bookmark: Link12]simpleType Sender
	source
	<xsd:simpleType name="Sender">
    <xsd:annotation>
        <xsd:documentation xml:lang="en">The KBO of the sender certificate</xsd:documentation>
    </xsd:annotation>
    <xsd:restriction base="xsd:string">
        <xsd:maxLength value="600"/>
    </xsd:restriction>
</xsd:simpleType>


simpleType ShortString
	source
	<xsd:simpleType name="ShortString">
    <xsd:annotation>
        <xsd:documentation xml:lang="en">Short string limited to 25 chars</xsd:documentation>
    </xsd:annotation>
    <xsd:restriction base="xsd:string">
        <xsd:minLength value="1"/>
        <xsd:maxLength value="25"/>
    </xsd:restriction>
</xsd:simpleType>



simpleType Status
	source
	<xsd:simpleType name="Status">
    <xsd:annotation>
        <xsd:documentation xml:lang="en">The status of the registered mail item</xsd:documentation>
    </xsd:annotation>
    <xsd:restriction base="xsd:string">
        <xsd:enumeration value="PENDING"/>
        <xsd:enumeration value="SENT"/>
        <xsd:enumeration value="ERROR"/>
    </xsd:restriction>
</xsd:simpleType>


simpleType Ticket
	source
	<xsd:simpleType name="Ticket">
  <xsd:annotation>
    <xsd:documentation xml:lang="en">A ticket number as provided by the TNG</xsd:documentation>
  </xsd:annotation>
  <xsd:restriction base="xsd:string">
    <xsd:length value="13"/>
    <xsd:pattern value="[0-9A-HJ-NP-Z]{13}"/>
  </xsd:restriction>
</xsd:simpleType>


[bookmark: Link14]simpleType Title
	source
	<xsd:simpleType name="Title">
  <xsd:annotation>
    <xsd:documentation xml:lang="en">Same as subject of mail</xsd:documentation>
  </xsd:annotation>
  <xsd:restriction base="xsd:string">
    <xsd:minLength value="1"/>
    <xsd:maxLength value="400"/>
  </xsd:restriction>
</xsd:simpleType>


[bookmark: Link15]simpleType Token
	source
	<xsd:simpleType name="Token">
  <xsd:annotation>
    <xsd:documentation xml:lang="en">A generic token</xsd:documentation>
  </xsd:annotation>
  <xsd:restriction base="xsd:string">
    <xsd:length value="50"/>
  </xsd:restriction>
</xsd:simpleType>


[bookmark: Link16]simpleType swaRef
	source
	<xsd:simpleType name="swaRef">
  <xsd:restriction base="xs:anyURI"/>
</xsd:simpleType>


simpleType Type
	source
	<xsd:simpleType name="Type">
    <xsd:annotation>
         <xsd:documentation xml:lang="en">The document type.</xsd:documentation>
    </xsd:annotation>
    <xsd:restriction base="xsd:string">
        <xsd:minLength value="1"/>
        <xsd:maxLength value="80"/>
    </xsd:restriction>
</xsd:simpleType>



[bookmark: _Toc379979788]ComplexType DocumentRequest
Functional description
The DocumentRequest type contains the information necessary to make a sendDocument request. It only has one child item; the RegisteredMailItem that must be sent.
Example
	diagram
	[image: ]

	source
	<xsd:complexType name="DocumentRequest">
    <xsd:annotation>
        <xsd:documentation xml:lang="en">Message format for a DocumentRequest</xsd:documentation>
    </xsd:annotation>
    <xsd:sequence>
        <xsd:element name="RegisteredMailItem" type="RegisteredMailItem">
            <xsd:annotation>
                <xsd:documentation xml:lang="en">Enveloppe containing the document and metadata</xsd:documentation>
            </xsd:annotation>
        </xsd:element>
    </xsd:sequence>
</xsd:complexType>


[bookmark: _Toc379979789]ComplexType RegisteredMailItem
Functional description
The RegisteredMailItem type identifies a registered mail item. It has three child items:
· Token:	The token that was included in the sendDocument request which serves as the identifier for the user
· Document:	The document to send as a registered mail item (cfr 8.4 File)
· Recipient:	The recipient of the document (cfr 8.6 Enterprise)
· Meta:	Metadata linked to the document

Example
	diagram
	[image: ]

	source
	    <xsd:complexType name="RegisteredMailItem">
        <xsd:annotation>
            <xsd:documentation xml:lang="en">Enveloppe containing the document and metadata</xsd:documentation>
        </xsd:annotation>
        <xsd:sequence>
            <xsd:element name="Token" type="Token">
                <xsd:annotation>
                    <xsd:documentation xml:lang="en">A token, permitting the sender to identify the document</xsd:documentation>
                </xsd:annotation>
            </xsd:element>
            <xsd:element name="Recipient" type="Entity">
                <xsd:annotation>
                    <xsd:documentation xml:lang="en">The recipient of the document</xsd:documentation>
                </xsd:annotation>
            </xsd:element>
            <xsd:element name="Document" type="File">
                <xsd:annotation>
                    <xsd:documentation xml:lang="en">The document to be sent as registered mail</xsd:documentation>
                </xsd:annotation>
            </xsd:element>
            <xsd:element name="Meta" type="Meta" minOccurs="0" maxOccurs="100">
                <xsd:annotation>
                    <xsd:documentation xml:lang="en">Meta data linked to registered mail</xsd:documentation>
                </xsd:annotation>
            </xsd:element>
        </xsd:sequence>
    </xsd:complexType>


[bookmark: _Toc379979792]

ComplexType Meta
Functional description
The meta type permits to send further specific information about the document under the form of type-value pairs
· Type:	the type of the meta data
· Value:	the values of the metadata (up to 10)
Example
	diagram
	[image: ]

	source
	<xsd:complexType name="Meta">
	<xsd:annotation>
		<xsd:documentation xml:lang="en">Meta data. </xsd:documentation>
	</xsd:annotation>
	<xsd:sequence>
		<xsd:element name="Type" type="ShortString"/>
		<xsd:element name="Value" type="ShortString" maxOccurs="10"/>
	</xsd:sequence>
</xsd:complexType>



ComplexType FileDescription
Functional description
The FileDescription type contains all the information of a document without containing the actual contents 
· Title: 			Title of the sent document.
· Digest:	 In order to check the integrity of the message content, the sender must add the hash of the document (DigestValue). The WS will then verify that the provided digest is the same as the document digest computed according to the provided method (SHA-1; SHA-256 or SHA-512).
· DownloadFileName: 	name used to open or save the document.
· MIME [optional]: 	MIME type of the document 
· Type:	The document type
· Language:	The language of the document

Example

	diagram
	[image: ]

	source
	    <xsd:complexType name="FileDescription">
        <xsd:annotation>
            <xsd:documentation xml:lang="en">A file must have a title, a content and a "name" to download file, and save it on disk. Mime is optional </xsd:documentation>
        </xsd:annotation>
        <xsd:sequence>
            <xsd:element name="Title" type="Title"/>
            <xsd:element name="Digest" type="Digest"/>
            <xsd:element name="DownloadFileName" type="FileName"/>
            <xsd:element name="MIME" type="MIME" minOccurs="0"/>
            <xsd:element name="Type" type="Type"/>
            <xsd:element name="Language" type="Language"/>
        </xsd:sequence>
    </xsd:complexType>
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ComplexType File
Functional description
The File complexType extends the FileDescription complexType. In addition, it contains a content element, which is a URI that references the document in attachment (using swaRef standard).
· Content:	Contents of the document in an attachment
Example
	diagram
	[image: ]

	source
	<xsd:complexType name="File">
        <xsd:annotation>
            <xsd:documentation xml:lang="en">A file must have a title, a content and a "name" to download file, and save it on disk. Mime is optional </xsd:documentation>
        </xsd:annotation>
        <xsd:complexContent>
            <xsd:extension base="FileDescription">
                <xsd:sequence>
                    <xsd:element name="Content" type="wsi:swaRef">
                        <xsd:annotation>
                            <xsd:documentation xml:lang="en">Reference to the contents in the attachment</xsd:documentation>
                        </xsd:annotation>
                    </xsd:element>
                </xsd:sequence>
            </xsd:extension>
        </xsd:complexContent>
</xsd:complexType>
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ComplexType SignedFile
Functional description
The SignedFile complexType extends the File complexType. In addition, it contains a signature element, which is the base64 encoded signature produced by Sepia for the document in Content
Example
	diagram
	[image: ]

	source
	<xsd:complexType name="SignedFile">
        <xsd:annotation>
            <xsd:documentation xml:lang="en">Extension of file containing a signature by SepiaDocumentSigner</xsd:documentation>
        </xsd:annotation>
        <xsd:complexContent>
            <xsd:extension base="File">
                <xsd:sequence>
                    <xsd:element name="Signature" type="xsd:base64Binary">
                        <xsd:annotation>
                            <xsd:documentation xml:lang="en">The signature generated by SepiaDocumentSigner for the File content</xsd:documentation>
                        </xsd:annotation>
                    </xsd:element>
                </xsd:sequence>
            </xsd:extension>
        </xsd:complexContent>
</xsd:complexType>
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ComplexType Digest
Functional description
The Digest type contains all necessary information to verify the digest of a document. It has two child items:
· DigestMethod: 	The algorithm that was used to calculate the DigestValue:
· DigestValue:	The digest calculated with the DigestMethod
Example
	diagram
	[image: ]

	source
	<xsd:complexType name="Digest">
  <xsd:annotation>
    <xsd:documentation xml:lang="en">Binary content of a document</xsd:documentation>
  </xsd:annotation>
  <xsd:sequence>
    <xsd:element name="DigestMethod" type="DigestMethod"/>
    <xsd:element name="DigestValue" type="DigestValue"/>
  </xsd:sequence>
</xsd:complexType>
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Functional description
The Entity type defines a generic recipient 
Example
	diagram
	[image: ]

	source
	<xsd:complexType name="Entity" abstract="true">
        <xsd:annotation>
            <xsd:documentation xml:lang="en">An abstract entity. This can be a person, enterprise, ...</xsd:documentation>
        </xsd:annotation>
</xsd:complexType>





ComplexType Enterprise
Functional description
The Enterprise type defines a recipient who is identified as an enterprise. It has two child items:
· CompanyID: The CBE number of the enterprise
· QualityCode: The quality under which the destinatory 
Example
	diagram
	[image: ]

	source
	<xsd:complexType name="Enterprise">
        <xsd:annotation>
            <xsd:documentation xml:lang="en">An enterprise in UMan</xsd:documentation>
        </xsd:annotation>
        <xsd:complexContent>
            <xsd:extension base="Entity">
                <xsd:sequence>
                    <xsd:element name="CompanyID" type="CBE">
                        <xsd:annotation>
                            <xsd:documentation xml:lang="en">The KBO number of the enterprise</xsd:documentation>
                        </xsd:annotation>
                    </xsd:element>
                    <xsd:element name="QualityCode" type="QualityCode">
                        <xsd:annotation>
                            <xsd:documentation xml:lang="en">The quality under which the entity is known</xsd:documentation>
                        </xsd:annotation>
                    </xsd:element>
                </xsd:sequence>
            </xsd:extension>
        </xsd:complexContent>
    </xsd:complexType>
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ComplexType DocumentResponse
Functional description
The DocumentResponse type contains the response message the sender receives after making a sendDocument request. It only has one child item, the receipt for the registered mail item (cfr. 8.8 Receipt).
Example
	diagram
	[image: ]

	source
	<xsd:complexType name="DocumentResponse">
  <xsd:annotation>
    <xsd:documentation xml:lang="en">Response message that should be either an echo of the token with a ticket or an error</xsd:documentation>
  </xsd:annotation>
  <xsd:sequence>
    <xsd:element name="Receipt" type="Receipt">
      <xsd:annotation>
        <xsd:documentation xml:lang="en">The receipt confirming that the document was sent</xsd:documentation>
      </xsd:annotation>
    </xsd:element>
  </xsd:sequence>
</xsd:complexType>
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Functional description
The Receipt type contains the receipt the sender gets after calling the sendDocument operation. It contains three child items:
· Token: 	The token that was included in the sendDocument request which serves as the identifier for the user
· Ticket: 	The ticket number of this request which identifies this registered mail item and can serve for future reference (e.g. to make a status request)
· Document: 	The receipt which serves as the proof for the sender that he in fact has sent this registered mail item (cfr. 8.4 File)
Example
[bookmark: _Toc379979798]ComplexType StatusRequest
Functional description
The StatusRequest type contains the request that must be sent to obtain the status of a certain registered mail item.  It only contains a single child item, namely the ticket number of the registered mail item for which the requester wishes to know the status.
Example
	diagram
	[image: ]

	source
	<xsd:complexType name="StatusRequest">
  <xsd:annotation>
    <xsd:documentation xml:lang="en">Request message containing a ticket number for which the sender wants the proof of dispatch</xsd:documentation>
  </xsd:annotation>
  <xsd:sequence>
    <xsd:element name="Ticket" type="Ticket">
      <xsd:annotation>
        <xsd:documentation xml:lang="en">The ticket number that references a registered mail item internally within RegisteredMail</xsd:documentation>
      </xsd:annotation>
    </xsd:element>
  </xsd:sequence>
</xsd:complexType>

	diagram
	[image: ]

	source
	<xsd:complexType name="Receipt">
        <xsd:annotation>
            <xsd:documentation xml:lang="en">The receipt confirming that the document was sent</xsd:documentation>
        </xsd:annotation>
        <xsd:sequence>
            <xsd:element name="Ticket" type="Ticket">
                <xsd:annotation>
                    <xsd:documentation xml:lang="en">The ticket number that will reference the registered mail item internally within RegisteredMail</xsd:documentation>
                </xsd:annotation>
            </xsd:element>
            <xsd:element name="Token" type="Token">
                <xsd:annotation>
                    <xsd:documentation xml:lang="en">The token sent by the user in the send request, which serves as a user provided identifier</xsd:documentation>
                </xsd:annotation>
            </xsd:element>
            <xsd:element name="Document" type="SignedFile"/>
        </xsd:sequence>
    </xsd:complexType>
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Functional description
The ReceiptContent type contains the information contained in the content element of the Receipt type. 
· Ticket: 	The ticket number of this request which identifies this registered mail item and can serve for future reference (e.g. to make a status request)
· Token: 	The token that was included in the sendDocument request which serves as the identifier for the user
· Recipient:	The recipient of the registered mail item
· Sender:	The subject of the x509 certificate of the sender
· Document: 	The FileDescription of the RegisteredMailItem that was sent

Example
	diagram
	[image: ]

	source
	    <xsd:complexType name="ReceiptContent">
        <xsd:annotation>
            <xsd:documentation xml:lang="en">The contents of the SignedFile in the receipt</xsd:documentation>
        </xsd:annotation>
        <xsd:sequence>
            <xsd:element name="Ticket" type="Ticket">
                <xsd:annotation>
                    <xsd:documentation xml:lang="en">The ticket number that will reference the registered mail item internally within RegisteredMail</xsd:documentation>
                </xsd:annotation>
            </xsd:element>
            <xsd:element name="Token" type="Token">
                <xsd:annotation>
                    <xsd:documentation xml:lang="en">The token sent by the user in the send request, which serves as a user provided identifier</xsd:documentation>
                </xsd:annotation>
            </xsd:element>
            <xsd:element name="Recipient" type="Entity">
                <xsd:annotation>
                    <xsd:documentation xml:lang="en">The recipient of the document</xsd:documentation>
                </xsd:annotation>
            </xsd:element>
            <xsd:element name="Sender" type="Sender">
                <xsd:annotation>
                    <xsd:documentation xml:lang="en">The sender of the document</xsd:documentation>
                </xsd:annotation>
            </xsd:element>
            <xsd:element name="Document" type="FileDescription">
                <xsd:annotation>
                    <xsd:documentation xml:lang="en">FileDescription of the document that was sent as registered mail</xsd:documentation>
                </xsd:annotation>
            </xsd:element>
        </xsd:sequence>
    </xsd:complexType>
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Functional description
The StatusRequest type contains the information necessary to make a getStatus request. It only has one child item; the Ticket of the transaction for which the requester wishes to know the status.
Example
	diagram
	[image: ]

	source
	<xsd:complexType name="StatusRequest">
        <xsd:annotation>
            <xsd:documentation xml:lang="en">Request message containing a ticket number for which the sender wants the proof of dispatch</xsd:documentation>
        </xsd:annotation>
        <xsd:sequence>
            <xsd:element name="Ticket" type="Ticket">
                <xsd:annotation>
                    <xsd:documentation xml:lang="en">The ticket number that references a registered mail item internally within RegisteredMail</xsd:documentation>
                </xsd:annotation>
            </xsd:element>
        </xsd:sequence>
    </xsd:complexType>


ComplexType StatusResponse
Functional description
The StatusResponse type contains the response message the sender receives after making a getStatus request. It only has three child items:
·  Ticket:	The ticket number of this request which identifies this registered mail item and can serve for future reference (e.g. to make a status request)
· Token: 	The token that was included in the sendDocument request which serves as the identifier for the user
· Status:	The status of the document
· Document:	The proof of dispatch when the registered mail item was already dispatched
Example
	diagram
	[image: ]

	source
	<xsd:complexType name="StatusResponse">
	<xsd:annotation>
		<xsd:documentation xml:lang="en">Response message containing the document status and the rpoof of dispatch if available</xsd:documentation>
	</xsd:annotation>
	<xsd:sequence>
		<xsd:element name="Ticket" type="Ticket">
			<xsd:annotation>
				<xsd:documentation xml:lang="en">The ticket number that references a registered mail item internally within RegisteredMail</xsd:documentation>
			</xsd:annotation>
		</xsd:element>
		<xsd:element name="Token" type="Token">
			<xsd:annotation>
				<xsd:documentation xml:lang="en">The token sent by the user in the send request, which serves as a user provided identifier</xsd:documentation>
			</xsd:annotation>
		</xsd:element>
		<xsd:element name="Status" type="Status">
			<xsd:annotation>
				<xsd:documentation xml:lang="en">The status of the registered mail item</xsd:documentation>
			</xsd:annotation>
		</xsd:element>
		<xsd:element name="ProofOfDispatch" type="SignedFile" minOccurs="0">
			<xsd:annotation>
				<xsd:documentation xml:lang="en">The proof of dispatch</xsd:documentation>
			</xsd:annotation>
		</xsd:element>
	</xsd:sequence>
</xsd:complexType>




Common error codes
System Error Codes:
These error codes indicate a problem in the request sent or a system error.
	Code
	Description
	Cause
	Explication

	SOA-00001
	Service error
	 
	This is the default error sent to the consumer in case no more details are known.

	SOA-01001
	Service call not authenticated
	Consumer
	From the security information provided, 
either the consumer could not be identified 
or the credentials provided are not correct.

	SOA-01002
	Service call not authorized
	Consumer
	The consumer is identified and authenticated, 
but is not allowed to call the given service.

	SOA-02001
	Service not available. 
Please contact service desk.
	Provider
	An unexpected error has occurred. 
Retries will not work. Service desk may help with root cause analysis.

	SOA-02002
	Service temporarily not available. 
Please try later.
	Provider
	An unexpected error has occurred. 
Retries should work. If the problem persists service desk may help.

	SOA-03001
	Malformed message
	Consumer
	This is the default error for content related errors in case no more details are known.

	SOA-03002
	Message must be SOAP
	Consumer
	Message does not respect the SOAP standard.

	SOA-03003
	Message must contain SOAP body
	Consumer
	Message respects the SOAP standard, but body is missing.

	SOA-03004
	WS-I compliance failure
	Consumer
	Message does not respect the WS-I standard.

	SOA-03005
	WSDL compliance failure
	Consumer
	Message is not compliant with WSDL.

	SOA-03006
	XSD compliance failure
	Consumer
	Message is not compliant with XSD.

	SOA-03007
	Message content validation failure
	Consumer
	From the message content (conform XSD): extended checks on the element format failed or cross-checks between fields failed.
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Business Error Codes:
These error codes are defined by the application.
	Error code
	Description

	EPOST_T01
	Internal Server Error

	EPOST_T02
	Unauthorized

	EPOST_T03
	Cannot capture soap request

	EPOST_T04
	Unsupported principal type

	EPOST_B01
	Business Error

	
	

	GENERIC_XML_T01
	Cannot generate GenericXmlDocument from xml

	GENERIC_XML_T02
	Cannot build Request from GenericXmlDocument

	GENERIC_XML_T03
	Cannot generate xml from GenericXmlDocument

	GENERIC_XML_B01
	GenericXml does not contain all required data

	
	

	REPO_T01
	Repository error

	REPO_T02
	Repository validation error

	REPO_B01
	Ticket provided does not match Registered Mail Item

	
	

	FILE_T01
	No such digest method algorithm

	FILE_T02
	Cannot persist file content

	FILE_T03
	Cannot read file content

	FILE_B01
	Digest doesn't match document.

	FILE_B02
	Digest method not accepted (only SHA-1

	
	

	SEPIA_T01
	Sepia system error

	SEPIA_T02
	Could not sign receipt

	
	

	TNG_T01
	TNG unreachable - system error

	TNG_T02
	Cannot create ticket

	
	

	JMS_T01
	Cannot send JMS message

	JMS_T02
	Problem getting JMS queue

	JMS_T03
	Problem getting JMS connection factory

	JMS_T04
	Unable to set JMS message properties

	JMS_T05
	Unable to get JMS message properties

	JMS_T06
	Cannot read JMS message

	JMS_T07
	Cannot build JMS message

	JMS_B01
	JMS message properties are missing



[bookmark: _Toc379979804]Annex
Comment: Libraries that could/should be used in combination with the use of this service, should be documented here
image2.png
| typesiDocumentRequest

SendbocumentRequest B—H~— - Regntersanaiie





image3.png
SenddocumentRespanse B

|
O [ }





image4.emf
 

 

  types:StatusRequest

          Request message to 

  obtain the status and 

  optionally the signed slip for 

  a certain registered mail item

        

  GetStatusRequest



 

  The ticket number that 

  references a registered mail 

  item internally within ePost

  Ticket


image5.emf
 

 

  types:DocumentResponse

          Response message 

  containing the status for the 

  requested registered mail item

  and optionally the signed slip

        

  GetStatusResponse



 

  The receipt confirming that 

  the document was sent

  Receipt


image6.png
.
o gt th s
optonally he sgned sip for
2 Certain regetered ma fem





image7.png




image8.emf
 

  Message format for a 

  DocumentRequest

  DocumentRequest



 

  Enveloppe containing the 

  document and metadata

  RegisteredMailItem


image9.png
Envaloppe conainng e
Eotimns snd et

Froken

& token pemiing e
Sonder s ety e
it

Recipient
The recne of e
ot

Document B

e domment o b sent 32
regisared mai

0100

e ke
regsared mai




image10.png
Type

Value





image11.png
Frite
Digest B

FoownloadFileiame.





image12.png
|
| e
|
|





image13.png




image14.emf
 

  Binary content of a 

  document

  Digest



 

  DigestMethod

 

  DigestValue


image15.png
An sbsoac any. Ths an
b2 pareon, vz




image16.emf
 

  An entity in UMan

  Enterprise



 

  The KBO number of the 

  enterprise

  CompanyID

 

  The quality under which the 

  recipient is known

  QualityCode


image17.emf
 

  Response message that 

  should be either an echo of 

  the token with a ticket or an 

  error

  DocumentResponse



 

  The receipt confirming that 

  the document was sent

  Receipt


image18.emf
 

  Request message containing 

  a ticket number for which 

  the sender wants the proof 

  of dispatch

  StatusRequest



 

  The ticket number that 

  references a registered mail 

  item internally within ePost

  Ticket


image19.png
Ticket

T s e il
eferece the regerme mai
e,
Regsatis]

Rocant B

Froken

‘The recipe confeming hat
5 e wss ent

e token et by e s
inthe send recues, whih

Chrvis s oo o
e

=





image20.png
The ez of e
Snadiie n e recst

Ficket

e st e hat il
reference the regetered mai
e ety e
Regisredtiat

roken

e token et by e s
1 s e, W

Chrvis s oo o
e

o

The recne of e

ot

Document
FieDascrpton o he

omamant e e 55
regired mai




image21.png
(Statushequest &

—F

Ticket

Reques message coaiing
= S o e
5 s s 8 st
ey

e st e hat
references 2 regnred il
[
Regisredtiat




image22.png
Resporse messzge
contining the documens
S 50 e ot o
dspach # valobe

Ticket

e st e hat
references 3 regered mal
e el wiin
Regisredtiat

Froken

The token sent by the usar
inthe send recues, whih
Chrvis s oo o
e

The prok of dspatch




image1.png
ocialsecurity.be




